OCB

Online & Mobile Security Tips from OCB

v" Do not use your Social Security number as a username or
password. Change your usernames and passwords
regularly and include combinations of letters, numbers
and special characters, such as # and @.

v’ Protect your online passwords. Don’t write them down or
share them with anyone.

v’ Protect your answers to security questions.

v" Use secure websites for transactions and shopping. Make
sure internet purchases are secured with encryption to
protect your account information. Look for “secure
transaction symbols” such as a lock symbol or https://...
in the address bar.

v’ Always completely log off from online banking and any
website after using your debit or credit card.

v’ Be cautious when using public hotspots and review your
auto-connect Wi-Fi settings on your mobile device.

v’ Frequently delete text messages from OCB and consider
using a keypad lock on your mobile device.

v" Ensure that your computer is virus-free with anti-virus and
malware protection software.

v' Use computer firewalls if available on your operating
system.

v' Consider using a malware scan and removal app on your
mobile device.



